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Abstract - Now-a-days the significance of security has been 
greater than before because of the fact that data has been 
accessed and transferred through public network. The data 
which has been transferred could be sniffed which may be a 
loss for us. When data is transferred in to public network we 
need confidentiality, integration and authentication. In this 
review paper we will discuss all these factors that keep our 
data   safe enough.  In order to provide this factor a site-to-site 
virtual private network has been designed which provide more 
security to data and made the public network into private 
network. The virtual private network hides the source and 
destination address as well as it also hides the internal network 
so that our network would be safe enough.   
Keywords: confidentiality, authentication, hashing, security, 
sniffed 

I. INTRODUCTION

In this day and age networks are everywhere, especially in 
the form of internet. The internet, the ultimate network is   
itself is an enormous network which has revolutionized the 
world.  In this discussion of networking, it is very useful to 
take a look at the networking from a higher level. A 
network is simply a collection of computers and  other 
hardware device that are connected to each other either 
physically or logically , using special hard ware and soft 
ware that allows the devices to exchange information . 
networks connects computers and their users through LANs, 
MANs and WANs. One of the most important use of 
networking is sharing of data. 

A. Routing

Routing is the process of selecting path for traffic across a 
network or multiple networks from one host to another [5] . 
Packets are the fundamental units of information transported 
in computer networks and other communication networks. 
Routing is a key feature of the internet. 

B. Routing protocol

Specifies how routers communicate with each other, 
distributing information that enables them to select routes 
between any two nodes on a computer network. Routing 
algorithms determine the specific choice of route. Each 
router has a prior knowledge only of networks attached to it 
directly.  

A routing protocol shares this information first among 
immediate neighbours, and then throughout the network[5]. 

This way, routers gain knowledge of the topology of the 
network. 

The specific characteristics of routing protocols include the 
manner in which they avoid routing loops, the manner in 
which they select preferred routes, using information about 
hop costs, their scalability, and other factors [6]. 

II. VIRTUAL PRIVATE NETWORK

Virtual private networks (VPN) extends a private network 
across a public network and enable users to send and 
receive data across shared or public networks as if their 
computing devices were directly connected to private 
network. In simple terms [1],   it creates a secure, encrypted 
connection which can be thought of a tunnel , between a 
computer and  server operated by VPN service .  

Formally we can define Virtual Private Network (VPN) as 
follows:  
“A network is formed by applying virtualization on public 
physical network infrastructure in such a way that the users 
are able to use it as a private or user-owned network.” 

A VPN is created by establishing a virtual point to point 
connection through the use of dedicated connections, virtual 
tunneling protocols, or traffic encryption. A VPN available 
from the public internet can provide some of the benefits of 
wide area networks.  

A. Types of VPN

VPN can be either remote Access (connecting a computer to 
a network or site-to-site (connecting two networks).  In a 
corporate setting, remote access VPN allows employees to 
access their companies intranet from home or while 
travelling outside the office and in site-to-site VPNs allow 
employees in geographically   disparate offices to share one 
cohesive virtual network.  

B. VPN Security Mechanism

VPNs cannot make online connection completely 
anonymous, but they can usually increase privacy and 
security. To prevent disclosure of private information, 
VPNs typically allow authenticated remote access using 
tunneling protocols and encryption techniques[12] . The 
VPN security model provides:  
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1. Confidentiality  
 
Such that even if the network traffic is sniffed  in the packet 
level , an attacker would only   see encrypted data sender 
authentication to prevent unauthorized users from accessing 
the VPN message integrity  to detect any instances of 
tampering with transmitted messages.  
 
2. Authentication 
 
Tunnel end points must b authenticated before secure VPN 
tunnel can be established. User created remote access VPNs 
may use password , biometrics , two factors authentication 
or other  cryptographic methods . 
 
 3. Network 
  
To network tunnels often use passwords or digital 
certificates.  They permanently store the key to allow tunnel 
to establish automatically, without intervention from the 
administrator. 
 
4. Routing  
 
 VPN routing provides a way of controlling how VPN 
traffic is directed.  VPN routing can be implemented with 
security gateway modules and remote access clients.  
 

 
 

Fig. 1 Internet VPN 
 

III. CISCO ASA REMOTE ACCESS VPN 
 

The Cisco IOS (network operating system ) is a command 
line interface used by  current Cisco routers  and catalyst 
switches .This IOS provides the mechanism  to configure  

all layer 2 and layer 3 functions on Cisco devices.  The  IOS 
is structured into several modes, which contain  set of 
commands  specific  to the function of that mode. 
  
The remote user requires the Cisco VPN client Software on 
his/her computer , once the connection is established  the 
user will receive a private IP address from the 
ASA(adaptive Security Appliances) and has  access to the 
network. the Cisco VPN client is end-of-life and has been 
replaced by the Cisco any connect secure mobility client. 
The ASA has two interfaces inside and outside. 
 
A. Configuration 
 
1.VPN pool  
 
First configure a pool with IP address that will be assigned 
to remote VPN users and then user IP address for our VPN 
users. We need to tell ASA that we will use local pool for 
remote VPN users. 
 
2. NAT Exemption  
 
If we have NAT enabled on the ASA them we need to make 
sure that traffic between the local network and our remote 
VPN user does not get translated . To accomplish this we 
will configure NAT exemption. 
 
3. Group policy 
 
When the remote user has established the VPN ,  they will b 
unable to access anything ion the  internet  , only the remote 
network is reachable . for security  reasons this is  a good 
practice as it   forces  you  to send all traffic  through ASA .  
if you do not want this  then you can  enable split  tunneling. 
with split tunneling  enables , we will use the VPN only for 
access to remote network . 
 
IV. INTERESTING TRAFFIC INITIATES THE IPSEC 

PROCESS 
 
IPSec involves many component technologies and 
encryption methods.  IPSec operation is breakdown into five 
main steps [25]. Traffic is deemed interesting when the 
IPSec security policy configures in the IPSec peers starts the  
IKE(internet key Exchange ) process [25].  Internet Key 
Exchange is the protocol used to set up a security 
association (SA) in the IPsec protocol suite. 
 
IKE phase 1: IKE authenticates IPSec peers and negotiates 
IKE SAs during this phase, setting up a secure channel for 
negotiating IPSec SAs in phase 2. 
 
IKE phase 2: IKE negotiates IPSec SA parameters and sets 
up matching IPSec SAs in the peers. 
 
Data transfer: Data is transferred between IPSec peers 
based on the IPSec parameters and keys stored in the SA 
database. 
 

            internet 
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IPSec tunnel termination: IPSec SAs terminate through 
deletion or by timing out. 
 
Step 1: Defining Interesting Traffic 
 
What type of traffic is deemed interesting is determined as 
part of formulating a security policy for use of a VPN. The 
policy is then implemented in the configuration interface for 
each particular IPSec peer. For example, in Cisco routers 
and PIX Firewalls, access lists are used to determine the 
traffic to encrypt. The access lists are assigned to a 
cryptography policy; the policy's permit statements indicate 
that the selected traffic must be encrypted, and deny 
statements indicate that the selected traffic must be sent 
unencrypted. With the Cisco Secure VPN Client, you use 
menu windows to select connections to be secured by IPSec 
[26].  
 
When interesting traffic is generated or transits the IPSec 
client, the client initiates the next step in the process, 
negotiating an IKE phase 1 exchange. 
 
Step 2: IKE Phase 1 
 
The basic purpose of IKE phase 1 is to authenticate the 
IPSec peers and to set up a secure channel between the 
peers to enable IKE exchanges. IKE phase 1 performs the 
following functions: 
1. Authenticates and protects the identities of the IPSec 

peers 
2. Negotiates a matching IKE SA policy between peers to 

protect the IKE exchange 
3. Performs an authenticated Diffie-Hellman exchange 

with the end result of having matching shared secret 
keys 

4. Sets up a secure tunnel to negotiate IKE phase 2 
parameters 

 
IKE phase 1 occurs in two modes: main mode and 
aggressive mode. These modes are described in the 
following sections. 
 
Main Mode: It has three two-way exchanges between the 
initiator and the receiver. 
1. First exchange: The algorithms and hashes used to 

secure the IKE communications are agreed upon in 
matching IKE SAs in each peer. 

2. Second exchange: Uses a Diffie-Hellman exchange to 
generate shared secret keying material used to generate 
shared secret keys and to pass nonces—random 
numbers sent to the other party and then signed and 
returned to prove their identity. 

3. Third exchange: Verifies the other side's identity. The 
identity value is the IPSec peer's IP address in 
encrypted form. The main outcome of main mode is 
matching IKE SAs between peers to provide a 
protected pipe for subsequent protected ISAKMP 
exchanges between the IKE peers. The IKE SA 
specifies values for the IKE exchange: the 
authentication method used, the encryption and hash 

algorithms, the Diffie-Hellman group used, the lifetime 
of the IKE SA in seconds or kilobytes, and the shared 
secret key values for the encryption algorithms. The 
IKE SA in each peer is bi-directional 

 
Aggressive Mode: In aggressive mode, fewer exchanges are 
made, and with fewer packets. On the first exchange, almost 
everything is squeezed into the proposed IKE SA values: 
the Diffie-Hellman public key; a nonce that the other party 
signs; and an identity packet, which can be used to verify 
identity via a third party[22]. The receiver sends everything 
back that is needed to complete the exchange. The only 
thing left is for the initiator to confirm the exchange. The 
weakness of using the aggressive mode is that both sides 
have exchanged information before there's a secure channel. 
Therefore, it's possible to "sniff" the wire and discover who 
formed the new SA. However, it is faster than main mode. 
 
Step 3: IKE Phase 2 
 
The purpose of IKE phase 2 is to negotiate IPSec SAs to set 
up the IPSec tunnel. IKE phase 2 performs the following 
functions: 
1. Negotiates IPSec SA parameters protected by an 

existing IKE SA 
2. Establishes IPSec security associations 
3. Periodically renegotiates IPSec SAs to ensure security 
4. Optionally performs an additional Diffie-Hellman 

exchange 
 
IKE phase 2 has one mode, called quick mode. Quick mode 
occurs after IKE has established the secure tunnel in phase 
1. It negotiates a shared IPSec policy, derives shared secret 
keying material used for the IPSec security algorithms, and 
establishes IPSec SAs. Quick mode exchanges nonces that 
provide replay protection. The nonces are used to generate 
new shared secret key material and prevent replay attacks 
from generating bogus SAs. 
  
Step 4: IPSec Encrypted Tunnel 
 
After IKE phase 2 is complete and quick mode has 
established IPSec SAs, information is exchanged via an 
IPSec tunnel. Packets are encrypted and decrypted using the 
encryption specified in the IPSec SA. 
 
Step 5: Tunnel Termination 
 
IPSec SAs terminate through deletion or by timing out . An 
SA can time out when a specified number of seconds have 
elapsed or when a specified number of bytes have passed 
through the tunnel. When the SAs terminate, the keys are 
also discarded. When subsequent IPSec SAs are needed for 
a flow, IKE performs a new phase 2 and, if necessary, a new 
phase 1 negotiation. A successful negotiation results in new 
SAs and new keys [23]. New SAs can be established before 
the existing SAs expire, so that a given flow can continue 
uninterrupted. 
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V. CONCLUSION 
 
With the recent accessibility of high-speed Internet 
connections to the home and the continued move of workers 
out of central office locations (whether for travel, or branch 
office expansion), virtual private networks (VPNs) have 
become a significant part of commercial network 
architectures. VPNs use highly developed encryption and 
tunnelling to permit our association to establish secure, end-
to-end, private network connections over third-party 
networks, such as the Internet. This new networking 
standard not only adds to the effectiveness of the corporate 
workforce, but save money by leveraging third-party 
networks and allows us to scale our networks with greater 
ease. Cisco Secure Virtual Private Networks provides a 
complete solution for designing, implementing, and 
managing VPN networks and help us to make the most 
efficient use of your VPN.   
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