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Abstract - Many businesses have been significantly influenced by
the rapid emergence of Artificial Intelligence (AI), a branch of
Computer Science focused on developing intelligent machines.
This study examines the current state of machine learning (ML),
a core aspect of AL, as well as its global impact and ethical
considerations. It explores how the availability of data and
advancements in computational models have expanded the
capacity of Al systems to handle complex tasks. It also
investigates the ethical issues surrounding Al technology and
the proposed solutions. This discussion addresses the various
ways Al is evolving and how it affects industries such as
manufacturing, healthcare, transportation, and finance,
highlighting both potential benefits and drawbacks. The study
aims to illuminate the intricate relationship between machine
learning and society by examining existing literature, including
both well-established and newly released studies. It outlines the
key insights drawn from the literature review, covering machine
learning's trends, advancements, ethical considerations, and
societal impact. Finally, the study emphasizes the connection
between machine learning and society, summarizes the key
findings, and suggests areas for further research.
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I. INTRODUCTION

Machine learning, which has emerged as a key driver of
technological progress, has made advancements in
manufacturing, healthcare, finance, and transportation
possible [1]. Machine learning (ML) is a significant
component of artificial intelligence (AI) [2]. It enables
computers to identify patterns in data, learn from them, and
draw conclusions with minimal or no human intervention [3].
This capability has significantly enhanced creativity,
accuracy, and efficiency [4]. However, the rapid evolution
and widespread application of ML raise various ethical,
social, and other concerns that must be addressed to ensure
its responsible and impactful use [5].

In recent years, the field of machine learning has shifted from
traditional statistical methods to more complex systems that
operate on distributed, highly parallel computing platforms
[6]. This shift has introduced new challenges related to
resource allocation, communication reliability, and
scalability of machine learning algorithms [7]. Moreover, a
closer examination of the ethical implications of machine
learning systems is essential given their increasing
prevalence [8]. As ML applications continue to expand,
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concerns about algorithmic bias, data privacy, and potential
job displacement have intensified [9]. Many stakeholders,
including  executives from  global  corporations,
entrepreneurs, and leaders from international organizations,
have proposed ethical frameworks and guidelines to address
these challenges [10]. The goal of these initiatives is to ensure
the responsible development of ML systems [11].

Machine learning (ML) is transforming medical diagnostics
and personalized treatment strategies in the healthcare
industry, improving patient outcomes [12]. This shift has also
introduced additional challenges, such as balancing resource
allocation, overcoming communication limitations, and
ensuring the scalability of machine learning algorithms [13].
Furthermore, as machine learning systems become more
complex, a deeper scrutiny of their ethical implications is
required [14]. Concerns about algorithmic bias, data privacy,
and job displacement are becoming more prominent as ML
applications proliferate [15]. Fintech is utilizing Al and ML
to enhance investment strategies and fraud detection, thereby
increasing security and efficiency [16]. Smart traffic
management systems and self-driving vehicles are
revolutionizing the transportation industry, with the potential
to reduce traffic congestion and improve safety [17]. Al-
driven predictive maintenance and quality control in
manufacturing are enhancing product quality and operational
efficiency [18].

This article examines the global impact of machine learning
(ML) across various industries, the ethical frameworks
developed to ensure its responsible application, and the latest
advancements in machine learning [19]. By reviewing both
recent and previously published research, this study aims to
shed light on the complex field of machine learning and its
wide-ranging social implications [20].

The advancement of Al and ML has become a driving force
behind innovations in industries such as manufacturing,
healthcare, finance, and transportation [21]. Machine
learning (ML) is a critical subfield of artificial intelligence
(AI) that enables systems to identify patterns, learn from data,
and make decisions with minimal human involvement [22].
This expertise has significantly expanded precision,
efficiency, and creativity [23]. However, the rapid
development and widespread use of ML technologies have
introduced numerous ethical, social, and technical challenges
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that must be addressed to ensure their responsible and
effective application [24].

I1. TRENDS OF MACHINE LEARNING

Due in large part to its relative youth, machine learning is still
rapidly growing, often driven by the development of new
formalizations for field-specific problems inspired by real-
world applications [25]. One of the main factors driving this
expansion is the focus on the environments in which machine
learning algorithms operate [26]. Today, machine-learning
systems are typically deployed on architectures consisting of
thousands or even tens of thousands of processors, which
brings communication constraints and issues with parallelism
and distributed processing to the forefront [27]. Traditionally,
machine-learning systems consisted of a single program
running on a single machine, and in this context,
“environment” often referred to the architecture of the
computer [28].

In reality, machine learning systems are evolving into
increasingly complex software collections that run on
massive distributed and parallel computing platforms,
offering various data analytics services and techniques [29].
The term “environment” may also refer to the data source,
which can involve a group of individuals concerned about
ownership or privacy [30], an analyst or decision-maker who
may have specific demands (such as the ability to visualize
the output), or the social, legal, and political context in which
the system is being deployed [31].

Other agents or machine learning systems may also be part
of the environment, and these systems may be either
adversarial or cooperative [32]. In general, environments
provide a learning algorithm with access to resources while
also imposing constraints on those resources [33]. Machine
learning researchers are increasingly formalizing these
relationships in order to develop algorithms that can directly
express and manage resource trade-offs while being effective
across a variety of scenarios [34].

As an example of resource limitations, consider a situation in
which a group of privacy-conscious individuals provides data
[35]. Privacy can be codified using the concept of
“differential privacy,” which defines a probabilistic channel
that prevents observers from definitively determining
whether specific individuals contributed data based on the
channel’s output [36]. Traditionally, differential privacy
ensures that queries to a privatized database yield results
nearly identical to those obtained from non-private data [37].
Recently, differential privacy has been applied in machine
learning research to make predictive inferences, such as
assessing the likelihood of a new transaction being fraudulent
based on historical data [38]. By integrating machine learning
systems that optimize privacy within a decision-theoretic
framework, users can select a privacy level aligned with the
nature of the queries and their personal needs for outcomes
[39]. For instance, during the study of a hereditary condition,
an individual might be willing to disclose most of their

19

genome but may require stricter protection for certain
sensitive information. In this broader distributed learning
framework, privacy becomes another resource that must be
carefully managed [40]. Physical constraints, such as the
administrative boundaries or the widespread distribution of
data, may prevent the data from being consolidated in one
location [41]. In such scenarios, it may be necessary to
enforce a bit-rate communication limit on the machine
learning algorithm [42].

When this constraint is applied to a design problem, it often
reveals how the performance of a learning system
deteriorates as communication bandwidth decreases [43].
However, it can also show how performance improves as the
number of distributed sites (such as machines or processors)
increases, balancing the quantity of dispersed sites against the
volume of data [44]. This area of research seeks to determine
lower bounds on achievable performance and the specific
algorithms that meet those bounds, similar to classical
information theory [45].

A key objective in this area of research is to bridge the gap
between the statistical resources used in machine learning -
such as the number of data points, parameter dimensions, and
hypothesis class complexity and traditional computational
resources like time and space [46]. This bridge can be found
in the “probably approximately correct” (PAC) learning
framework, which explores how polynomial-time
computational constraints influence the relationship between
error rates, training data size, and other learning algorithm
parameters. Recent developments in this field have identified
lower bounds that define key performance thresholds
achievable by polynomial- and exponential-time methods in
certain machine learning problems, such as sparse principal
components analysis and sparse regression [47].

However, the time-data trade-offs at the core of these
problems often extend beyond polynomial/exponential
limits. For the massive datasets that are becoming
increasingly common, algorithms with time and space
requirements that are linear or sublinear in problem size
(number of data points or dimensions) are needed [48].
Recent research is focusing on methods such as subsampling,
random projections, and algorithm weakening to enable
scalability without compromising statistical control [49]. The
ultimate goal is to equip machine learning systems with
budgets for time, space, and accuracy, allowing the system to
find an operating point that balances these requirements [50].

ITII. ETHICAL FRAMEWORKS FOR MACHINE
LEARNING

A. Ethical Issues in Machine Learning

Machine learning is constantly revealing its potential in a
multitude of fields. Machines are rapidly replacing humans
in traditional roles, and there are worries in the literature that
this trend will lead to the premature replacement of humans
in labour by robots [50]. The “duplex” feature of Google
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Assistant and IBM Debater are two examples of this trend;
they both show how technology is being developed to be
capable of having meaningful conversations or arguments
with a human companion, partially satisfying the human need
for a companion, but also showing that, as “robots,” these
devices are able to “record” and “analyse” individual quirks
and behavioural preferences [51]. In a similar vein, sensitive
financial data is accessible to virtual assistants that use
machine learning to “substitute” humans in the provision of
banking services [52]. It is not too optimistic to assume that
this kind of “machine-based assistance” would be vulnerable
to both external remote hacking and the “instigation” of
frauds by the machine itself.

The relationship between people and robots has become
increasingly complex as we grow more dependent on them
[53]. Concerns have also been expressed about whether we
have gone too far when it comes to computer-generated
imagery (CGI) that can produce lifelike human characters or
when it becomes impossible to tell bogus videos from
authentic ones. In part because of the introduction of big data,
it has gained prominence in recent years. The challenges
posed by large data have never been greater for machine
learning systems [54]. ML systems can now find more
intricate patterns and produce predictions more quickly and
accurately than ever before thanks to big data. The computer
can readily learn from readily available data, and eventually
it will become more challenging to determine what the
machine is learning and where it is learning it. It is projected
that between 25 and 50 billion devices will be connected to
the Internet globally by the year 2020 [55].

Machines will eventually learn both good and harmful
behaviours due to learning depending on the quality of data
and algorithms [56]. Machine ethics is a problem that needs
to be carefully considered, as autonomous software agents
and robots become more sophisticated at a rapid pace [57]. It
is not just science fiction. The goal of machine ethics, a
young topic, is to give computers and robots the ability to
make moral decisions [58]. The growing number of examples
across the globe that have been recorded of computers
injuring people or losing their ability to help people
demonstrate how urgently ethical concerns regarding the use
of machine learning need to be addressed. Instead of
advancing in isolation, technology should find solutions to
lessen harm that is inadvertently or purposely produced by
artificially intelligent machines that rely on machine learning
[59]. Algorithms are increasingly handling operations,
decisions, and choices that were previously made by humans
in information societies [60]. These algorithms can provide
guidance but cannot make decisions on how data should be
evaluated or what steps should be taken as a result [61].

B. Methodology of Ethical Issues in Ml
This study’s methodology, which is based on a review of the
literature, is analytical, exploratory, and descriptive [62]. The

current frameworks and philosophies for which academic
publications, relevant articles, research papers, and books

AJCST Vol.13 No.1 January-June 2024

20

have been reviewed have been gleaned through the use of
secondary sources pertaining to the fields of ethics and
machine learning [63]. Social media references have been
provided when appropriate because machine learning is still
adeveloping field [64]. Though they might lack the necessary
academic rigor, these public domain references have given
writers a deeper comprehension of the field’s developing ML
applications [65].

Writers have also benefited from these general references
when debating different perspectives on new developments
and when compiling a bibliography to find additional
significant secondary sources, after compiling all facets of
this emerging field, including the frameworks that already
exist that elaborate on the relationship between ML and
ethics [66]. The authors have further categorized the lessons
learned from the corpus of existing work and have
endeavoured to propose a distinctive conceptual framework
that is anticipated to infuse the field of machine learning with
strong “ethical flavours” for future research, design, and
policymaking endeavours [67].

C. Current Structure for Managing Ethical Issue in ML

A number of frameworks, rules, and principles are being
proposed in an attempt to allay the worries raised by the
application of Al and ML [68]. For example, the “three laws
of robotics” were first proposed by Isaac Asimov in 1942 in
his short story “Runaround” [69]. Later in 1985, he added the
fourth law, sometimes known as the zeroth law. According to
his idea, humanoid robots would behave like domestic
helpers and require a set of programming guidelines to keep
them safe [70]. Although their applicability is questioned,
these laws, which were outlined in a work of fiction, are
nevertheless used as guidelines for the building of robots
[71]. This brings us to the World Commission on the Ethics
of Scientific Knowledge and Technology (COMEST) of the
United Nations Educational, Scientific, and Cultural
Organization [72].

D. Among These Pertinent Moral Precepts and Ideals are (as
Shown in Fig. 1)

1. Respect for human dignity

2. The importance of autonomy
3. Value of privacy

4.The “do not harm” principle
5.The principle of responsibility
6. The value of beneficence

7. The value of justice

Top-down and bottom-up strategies, as well as a hybrid
strategy, are the two main ways that Wallach and Allen
recommend introducing machine morality [73]. The top-
down strategy (as shown in Fig. 2) is centred on ideas like
utilitarianism, and the system will make judgments in the
future based on these moral precepts [74].
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Under the bottom-up approach, a machine learns by
manipulation, much like a child learns morals as they grow
up. The machine uses evolutionary algorithms to learn how

to make decisions that are morally right [75]. However,
Wallach highlights the shortcomings of each of these
strategies [76].
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Fig. 1 Pertinent moral precepts and ideals

Industry experts have been suggesting a set of
principles/guidelines to steer this field, realizing that the use
of strong technology like Al raises challenges [77]. The CEO
of Microsoft, Satya Nadella, listed ten guidelines for
approaching Al. The list’s first six rules go over what a
perfect Al should have or be able to perform [78]. The final
four guidelines focus on a few crucial characteristics that
need to be included [79]. These guidelines make it very
evident that Al must avoid prejudice and stress the
importance of empathy, learning, and creativity while putting
a strong emphasis on judgment and innovation [80]. Pichai
has delineated seven guiding concepts that Google will
employ as it advances its efforts in this domain.

E. The Seven Principles Include

1. Being advantageous to society.

2. Not fostering or perpetuating unfair bias.

3.Being constructed and tested for safety.

4.Being accountable to individuals.

5. Incorporating privacy design principles.

6. Upholding high standards of scientific excellence.

7.Being made available for uses that align with these
principles.

F. New Framework That is Proposed to Manage MI’s Ethical
Issue

Machine ethics is an intrinsically multidisciplinary field that
straddles the boundaries of computer science, philosophy,
psychology, cognitive science, and robotics [81]. Modern
robots have developed innovative solutions and
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outperformed humans in intelligence [82]. For example,
Tufts University scientists Daniel Lobo and Michael Levin
developed an evolutionary algorithm that effectively worked
through the regenerative biology puzzles of the planarian
worm [83]. Big Data is driving the need for more ML and Al,
which are hailed as precise forecasters and effective tools that
boost accuracy when applied in any given industry [84].
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Fig. 2 As autonomy and ethical sensitivity increases moral
agency also increases

The main focus of this discussion should be whether or not
these machines-which rely solely on numerical calculations
for their results-are truly reliable and devoid of bias from
humans [85]. Because they are encoded opinions of people
who may be involved with the machine at any point in its
production and training-which includes data collection, data
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cleaning, algorithm selection, algorithm testing, model
selection, model testing, model refinement, and ultimately
arriving at the operational model-the algorithms or codes that
are fed into the machines themselves are flawed [86].

Machine learning is influenced by the human creators’
erroneous, prejudiced beliefs and judgments [87]. Given this,
it is quite unlikely that anyone can put total trust in a machine
to make decisions because these prejudiced theories only
make a machine into a tool for harming people covertly [88].
A framework for researching the ethical aspects of machine
learning is being presented as a solution to these problems.
The Spiritual Quotient (SQ) and Emotional Quotient (EQ)
are represented by the two axes, the x- and y-axes,
respectively [89]. All else stays constant: 1Q. The four
learning domains are represented by the four quadrants (as
shown in Fig. 3).

The method is suggestive and assumes that the machine has
an intelligence quotient already [90]. Hence, the requirement
for rational clarity in decision-making is satisfied by the
presence of IQ. Furthermore, both new and old data are
accessible to the machine [91]. However, EQ and IQ are both
employed to convey “emotional intelligence” and
“intelligence,” respectively [92]. In 1990, Mayer and Salovey
provided the initial articulation of a notion they dubbed
“emotional intelligence”. It describes the capacity to
precisely and effectively process emotional data [93].

G. The Five Main Components of Goleman’s E.I. Model

1. Motivation

2. Self-awareness
3. Self-regulation
4. Empathy

5. Social skills.

. A
Hig
Cognitive Learner Ethics Master
o Algorithm Algorithm
il S |z
i Mechannféi' Ethical Learner
,"t,/‘,{égmer 4% Agorithm
Low gl
IQ Low 0 High

Fig. 3 Ethical dimensions of machine learning algorithms

IV. IMPACTS
A. ML’s Effects on Healthcare

The healthcare sector is a prime example of how machine
learning is being applied today and its impact on society.

AJCST Vol.13 No.1 January-June 2024

22

Machine learning is used to predict patient outcomes,
enhance the accuracy of health diagnoses, and optimize
treatment plans [94]. According to a study from Stanford
University, a well-designed learning algorithm can identify
pneumonia from chest X-rays with accuracy comparable to
that of radiologists [95]. These studies suggest that machine
learning has the potential to significantly improve medical
decisions and outcomes in a more efficient manner [96].

However, there are concerns about the negative effects of
machine learning on the healthcare sector, including job
displacement and privacy issues [97]. For example, there is
apprehension that radiologists and dermatologists might lose
their jobs due to the increasing use of machine learning in
medical diagnostics [98]. Additionally, the use of machine
learning in healthcare raises concerns about privacy [99].
One such concern is the potential for bias and discrimination
in the training data used to develop these algorithms [100].

B. ML’s Effects on Finance

The financial sector provides further insight into the
application of machine learning (ML) today and its societal
impacts [101]. Al and ML are being used to detect fraudulent
transactions, assess credit risk, and enhance financial growth
strategies [102]. For instance, a machine learning algorithm
has been shown to be highly accurate in detecting fraudulent
credit card transactions in a study conducted by researchers
at the Massachusetts Institute of Technology [103]. However,
the increasing use of machine learning in financial services is
likely to lead to job displacement for credit risk managers and
financial analysts [104]. Additionally, the use of Al and ML
in finance has raised concerns about privacy due to potential
biases and discrimination in the training data used to develop
these models [105].

C. ML’s Effects on Transportation

Smart traffic management systems and self-driving cars are
two examples of transportation technologies being enhanced
through AI [106]. For instance, Waymo, an Alphabet
(Google) company, conducted a study demonstrating that
self-driving cars using machine learning could navigate roads
with safety comparable to that of human drivers [107].
Additionally, research from the Massachusetts Institute of
Technology found that commuter travel times and traffic
congestion could be reduced using a traffic management
system powered by ML [108].

These examples illustrate that machine learning can
significantly improve transportation systems, safety, and
efficiency [109]. However, there are also concerns about the
potential drawbacks of using machine learning in
transportation, such as privacy issues and job displacement
[110]. For example, there is apprehension that truck and taxi
drivers might lose their jobs as self-driving cars become more
prevalent [111]. Additionally, there are fears about the
privacy implications of using ML in transportation, such as
the risk of data from self-driving cars being manipulated
[112].
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D. ML’s Effects on Manufacturing

Machine learning is being used to enhance two
manufacturing processes: quality control and predictive
maintenance [113]. For example, a Siemens initiative using
Al for predictive maintenance has demonstrated the potential
to reduce downtime and increase manufacturing process
efficiency [114]. Researchers from the National University of
Singapore found that an ML-powered quality control system
could reduce waste and improve the accuracy of product
inspections [115].

These findings suggest that machine learning (ML) is likely
to significantly improve the quality and efficiency of
manufacturing processes. However, there are also concerns
about the potential negative impacts of ML on the industry,
such as job displacement and privacy issues [116]. For
instance, there are worries that the increased use of machine
learning in manufacturing could lead to layoffs of
maintenance and quality control employees [117].
Additionally, there are concerns about the privacy
implications of using ML in manufacturing, including the
risk that data collected by these systems could be misused
[118].

V. DISCUSSION

Machine learning has rapidly evolved from a niche field to a
crucial aspect of modern technology, influencing many
domains with its ability to analyze large amounts of data and
generate valuable insights [119]. This paper investigates the
trends driving the field of machine learning, particularly the
shift from single-program architectures to distributed and
massively parallel systems [120]. New approaches in
machine learning for resource management, such as time-
sensitive information and data privacy, are necessitated by
these advancements [121]. The paper also examines the
ethical concerns related to machine learning, with particular
focus on algorithmic biases, data privacy, and the potential
for job displacement [122].

Various frameworks, such as Asimov’s rules of robotics and
recent guidelines from leading companies like Google and
Microsoft, can guide the development of ethical machine
learning practices [123]. Additionally, machine learning has
the potential to revolutionize the thermal spray coating
industry by optimizing process parameters and predicting
coating properties. A comprehensive study of trends in
machine learning can inform the creation of ethical
guidelines for its application in thermal spray coating,
ensuring a responsible and sustainable impact globally.

By leveraging machine learning algorithms, thermal spray
coating processes can be optimized for greater efficiency,
reduced waste, and improved product quality. This
integration of technologies can significantly impact various
industries, including aerospace, healthcare, and energy.
Exploring the intersection of machine learning and thermal
spray coating can unlock new possibilities for innovation and
growth [124-135].
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VI. FUTURE SCOPE

As the field of machine learning continues to advance, it is
becoming increasingly complex and integrated, with
significant developments anticipated across various domains.
A primary focus is to enhance the performance of machine
learning  algorithms on limited resources without
compromising efficiency as data volumes grow. Additionally,
integrating ethical values into machine learning from the
outset is crucial for addressing concerns related to privacy,
fairness, and potential job displacement. Collaboration across
different disciplines will be essential to develop robust,
ethical, and theoretically sound solutions that consider their
societal impact. Moreover, there are exciting prospects for
positive impacts in areas such as personalized education and
environmental sustainability through machine learning
research. The ultimate goal is to develop machine learning
systems that are effective, unbiased, transparent, and aligned
with human values.

VII. RESULTS OF THE STUDY

The review’s findings highlight the complex landscape of
machine learning, characterized by its rapid advancement,
emerging ethical issues, and broad societal impacts. The shift
toward increasingly complex distributed learning
environments and the growing importance of resource
management are two major trends. Data privacy, algorithmic
bias, and the potential for job displacement are significant
concerns that require ongoing attention and robust solutions.
According to the impact analysis, while machine learning
(ML) offers numerous benefits, such as improved healthcare
outcomes and enhanced business and economic efficiency, it
also raises serious ethical and social issues. Ensuring the
responsible and ethical development of artificial intelligence
will require addressing these concerns through
comprehensive strategies and interdisciplinary collaboration.

VIII. CONCLUSION

The field of machine learning is at the forefront of
technological advancement and is poised to transform a
variety of industries. However, this progress comes with
significant social and ethical responsibilities. In addition to
the latest machine learning trends and developments, this
study focuses on the various applications of ML in industries
such as manufacturing, economics, healthcare, and
transportation. It is crucial that we continue to integrate
ethical considerations with machine learning expertise to
ensure that the use of these technologies benefits society as a
whole. By promoting a balanced approach that aligns
technological progress with ethical considerations, we can
fully leverage machine learning to drive positive change and
address the complex challenges facing the modern world.
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