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Abstract - Intrusion detection is a critical aspect of securing 
computer networks against unauthorized access and malicious 
activities. Traditional intrusion detection systems (IDS) are 
typically signature-based, which limits their ability to withstand 
evolving cyber threats. To address these limitations, this study 
proposes a novel approach: a Convolutional Neural Network 
(CNN)-based network profiling system for intrusion detection. 
The primary aim of this study is to design and develop a CNN-
based network profiling system that enhances the accuracy and 
effectiveness of identifying and mitigating cyber threats in 
computer networks. The proposed system leverages a CNN 
architecture to extract high-level features from network 
packets, capturing intricate spatial dependencies within the 
data. This approach enables the network profiling system to 
efficiently distinguish between normal and anomalous traffic, 
making it highly adaptive to new and previously unseen attack 
vectors. Data was collected from diverse network environments, 
encompassing legitimate network behavior and various 
intrusion scenarios. The collected data was pre-processed and 
converted into suitable input representations for the CNN 
model. The network profiling system was subsequently trained 
on a large-scale dataset to enable it to learn complex patterns 
and anomalies present in network traffic. The evaluation was 
conducted through extensive experimentation using benchmark 
datasets and real-world traffic traces. A comparative analysis 
with traditional IDS methods demonstrates the superiority of 
the CNN-based approach in terms of accuracy, efficiency, and 
adaptability. This work highlights the scalability of the 
proposed system, ensuring its applicability to large-scale 
enterprise networks. 
Keywords: Intrusion Detection, Convolutional Neural Network 
(CNN), Network Profiling, Cyber Threats, Anomalous Traffic 
Detection 

I. INTRODUCTION

A. Background

Intrusion detection refers to the process of monitoring and 
analysing computer networks or systems to identify and 
respond to malicious activities. Its primary purpose is to 
detect unauthorized access attempts, malicious activities, or 
policy violations within a network or system, thereby 

mitigating threats that affect the integrity, confidentiality, and 
availability of data and resources [1]. Intrusion detection 
systems (IDS) are deployed to detect and alert on potential 
security incidents [2]. They monitor resources to identify 
suspicious patterns, behaviors, or anomalies that may 
indicate a security breach. Intrusion detection can be 
categorized into two main types: network-based intrusion 
detection (NID) and host-based intrusion detection (HID) [3], 
[4]. 

B. Network Profiling

Network profiling is the process of gathering and analysing 
data about a network's characteristics, behavior, and 
components. It involves capturing information related to 
network devices, protocols, traffic patterns, and user 
activities to create a comprehensive profile of the network's 
infrastructure and activities [5]. The essence of a network 
profiling system lies in its ability to provide valuable insights 
into the functioning and security of a network.  

By collecting and analysing network data, a network 
profiling system can optimize performance by identifying 
bottlenecks, congestion points, and inefficient 
configurations. It also plays a vital role in network security 
by monitoring traffic patterns, detecting anomalies, and 
identifying potential security breaches. Additionally, 
network profiling systems assist in capacity planning by 
analysing traffic patterns, forecasting growth, and optimizing 
resource allocation. They are crucial for troubleshooting 
network issues, pinpointing problems, and implementing 
appropriate solutions. Furthermore, network profiling 
systems help organizations meet compliance and regulatory 
requirements by monitoring network usage and generating 
compliance reports. Overall, network profiling systems 
provide a comprehensive understanding of network behavior, 
enabling administrators to optimize performance, enhance 
security, plan for capacity, troubleshoot issues, and meet 
compliance requirements [6]. 
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C. Convolutional Neural Networks (CNN)

CNNs are a deep learning technology specifically designed 
for analysing visual data such as images and videos. Inspired 
by the biological processes of the visual cortex in animals, 
CNNs automatically learn and extract hierarchical features 
from datasets through interconnected layers [5], [7]. In a 
CNN, convolutional layers perform the main operations of 
filtering and feature extraction by applying convolutional 
kernels or filters to capture diverse features at varying spatial 
scales [8], [9]. Network profiling using a deep learning 
approach leverages the capabilities of deep neural networks 
to analyse and understand network behavior for detecting 
anomalies in real-time [10]. 

D. Methods

The process of network profiling using deep learning 
involves capturing and pre-processing network traffic logs, 
packet captures, network flow data, or other relevant network 
information. This data is then used to train a deep learning 
model, which learns the normal patterns and characteristics 
of the network [11]. Once trained, the model can be deployed 
in real-time to monitor network traffic and identify 
anomalies.  

The model continuously analyses incoming network data and 
compares it to the learned normal behavior. Deviations or 
irregularities from the learned patterns are flagged as 
potential anomalies. These anomalies can be categorized 
based on severity or type, such as network intrusions, 
suspicious activities, or unusual traffic patterns.  

The advantage of using a deep learning approach for network 
profiling is its ability to automatically learn complex patterns 
and detect subtle anomalies that may be challenging for 
traditional rule-based or statistical methods.  

Deep learning models capture intricate relationships within 
network data and adapt to changing network dynamics, 
making them effective in detecting both known and unknown 
anomalies. Real-time anomaly detection using deep learning 
enables immediate response and mitigation of potential 
security threats. When an anomaly is detected, appropriate 
actions such as generating alerts, blocking suspicious traffic, 
or initiating further investigations can be triggered [12]. 

E. CNN for Network Profiling

The use of CNNs for network profiling offers several 
advantages. Firstly, CNNs are capable of capturing complex 
patterns within data, making them highly suitable for network 
profiling tasks. By analysing network traffic data, including 
packet headers, payload information, and traffic flow 
characteristics, CNNs can learn and extract relevant features 
that indicate normal or abnormal network behavior. Another 
significant advantage of CNN-based network profiling is the 
ability to automatically learn features from raw input data. 
Unlike traditional approaches that require manual feature 

engineering, CNNs learn relevant features directly from 
network data, eliminating the need for extensive human 
intervention and increasing system efficiency.  

CNNs also excel in hierarchical feature extraction, utilizing 
multiple layers of convolutional and pooling operations. This 
enables the profiling system to capture both local and global 
patterns in network traffic, providing a comprehensive 
understanding of network behavior. Furthermore, CNNs are 
robust to variations and noise in input data, allowing them to 
handle network traffic variations caused by congestion or 
changing conditions. This robustness ensures accurate 
analysis of real-world traffic. CNN-based network profiling 
is also scalable, enabling efficient processing and 
classification of incoming network traffic in real-time. This 
scalability is critical for large-scale networks, as it ensures 
prompt detection and response to anomalies, thereby 
enhancing network security and resilience [13]. 

F. Contributions

The significant contributions of this study are as follows: 

1. This study focuses on the design and development of
a CNN-based network profiling system to advance
intrusion detection techniques.

2. The findings contribute to the development of robust
and effective intrusion detection systems capable of
identifying and mitigating both known and unknown
cyber threats.

3. The practical implications are significant, as the CNN-
based network profiling system can be implemented
across various networks to bolster security
infrastructure and reduce the risk of cyberattacks.

4. The study enhances the accuracy, efficiency, and
adaptability of intrusion detection systems, ultimately
improving the security and resilience of computer
networks against evolving cyber threats.

II. REVIEW OF LITERATURE

This literature review critically examines the existing 
literature on CNN-based network and intrusion detection. 
According to [8], a comprehensive survey on deep learning-
based intrusion detection systems highlights the application 
of CNNs in improving the accuracy and effectiveness of 
detecting network intrusions.  

The authors discuss various deep learning architectures and 
their advantages, addressing challenges and future directions 
in the field. In another study by [14], the authors focus on 
using CNNs for anomaly-based intrusion detection. The 
study proposes a CNN-based architecture that captures 
spatial and temporal dependencies in network traffic data, 
demonstrating superior detection accuracy and robustness 
compared to traditional machine learning approaches. This 
work showcases the potential of CNNs in enhancing 
anomaly-based intrusion detection systems. Addressing the 
challenge of real-time and scalable intrusion detection, [15] 
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proposed a CNN-based architecture capable of processing 
large-scale network traffic data in real-time. Their research 
demonstrates the effectiveness of CNNs in achieving high 
detection rates and low false positive rates, making them 
suitable for scalable intrusion detection systems. This study 
emphasizes the relevance of CNNs in handling the 
processing demands of high-speed networks.  

In the domain of encrypted traffic classification, [16] 
presented a CNN-based approach for accurately classifying 
encrypted traffic. Their model analyses encrypted packets 
and highlights the superiority of CNNs over traditional 
machine learning techniques in classifying different traffic 
types. This research underscores the significance of CNNs in 
enhancing the capabilities of intrusion detection systems to 
identify potentially malicious activities concealed within 
encrypted network traffic.  

Collectively, these studies by [8], [14]-[16] contribute to the 
growing body of knowledge on the application of CNNs in 
intrusion detection. They emphasize the advantages of CNNs 
in terms of feature extraction, detection accuracy, scalability, 
adaptability, and real-time processing. Additionally, they 
acknowledge challenges such as interpretability and the need 
for labelled training data, providing valuable insights for 
further research in this context.  

According to [13], the research focuses on the integration of 
CNNs in an intrusion detection system to improve the 
accuracy of identifying network attacks. The authors propose 
a hybrid CNN-based model that combines both spatial and 
temporal information from network traffic data. The study 
demonstrates that the hybrid CNN model outperforms 
traditional machine learning approaches in terms of detection 
accuracy and false positive rates.  

The findings suggest that CNNs can effectively capture 
complex patterns and relationships within networks for 
improved anomaly detection. In a different study, [12] 
investigated the use of CNNs for intrusion detection in 
Industrial Control Systems (ICS). The authors proposed a 
deep learning-based framework that leverages CNNs to 
analyse network traffic and detect anomalies or attacks in ICS 
environments.  

The research shows that the CNN-based model achieves 
higher detection rates compared to traditional rule-based 
methods. The study highlights the effectiveness of CNNs in 
improving the security of critical infrastructure systems by 
enhancing the accuracy of intrusion detection in ICS 
networks. Furthermore, [6] explored the application of CNNs 
in detecting Distributed Denial of Service (DDoS) attacks.  

The authors developed a CNN-based DDoS detection system 
that analyses network flow data and identifies DDoS attack 
patterns. The experimental results demonstrate that the CNN-
based system achieves high accuracy and low false positive 
rates in detecting various types of DDoS attacks. The study 
showcases the potential of CNNs in effectively detecting and 

mitigating the impact of DDoS attacks, contributing to the 
enhancement of network security.  

In summary, the studies by [6], [12], and [13] provide 
insights into the application of CNNs in different aspects of 
intrusion detection. These studies highlight the advantages of 
CNNs in capturing complex patterns, analysing network 
traffic data, and improving the accuracy of intrusion 
detection systems. The findings demonstrate the relevance 
and effectiveness of CNNs in enhancing network security by 
detecting various types of attacks, including general network 
attacks, anomalies in Industrial Control Systems, and DDoS 
attacks. Furthermore, the works in [17]-[21] explore the 
applications of CNNs and other machine learning approaches 
in the intrusion detection domain and beyond. 

III. METHODOLOGY

This study adopts an experimental research design. It 
involves the following steps: data collection, pre-processing, 
model training, and evaluation. 

A. Convolutional Network Architecture for Intrusion
Detection

This section presents the proposed CNN architecture for 
intrusion detection. The architecture captures spatial patterns 
and features present in network traffic data. It is composed of 
multiple convolutional layers, pooling layers, and fully 
connected layers. An Intrusion Detection System (IDS) is a 
critical cybersecurity tool designed to monitor and analyze 
network traffic for unauthorized or malicious activities. The 
architecture of an IDS involves various components working 
cohesively to ensure the security and integrity of the network. 
Fig. 1 provides a detailed description of the functioning of 
each component, illustrating the process from dataset input 
and pre-processing to classification within the context of the 
IDS architecture. 

1. Dataset Input

The process begins with the collection of network traffic data, 
which serves as the input dataset for the IDS. This data is 
obtained from various network devices, such as routers, 
switches, and firewalls. The dataset comprises network 
packets, each containing information about the source and 
destination addresses, protocols, payloads, and other relevant 
details. 

2. Pre-processing

The raw network packet data undergoes pre-processing to 
extract meaningful features and reduce the dimensionality of 
the dataset. Pre-processing involves tasks such as packet 
reassembly, protocol decoding, and feature extraction. 
During this stage, metadata such as packet size, transmission 
time, and communication patterns are extracted and 
transformed into a suitable format for analysis. 
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Fig. 1 Proposed Intrusion Detection System 

3. Traffic Analysis

The pre-processed data is then subjected to traffic analysis, 
where the IDS inspects patterns and behaviors in network 
traffic. Statistical and machine learning techniques are 
applied to distinguish between normal and abnormal traffic 
patterns. The IDS establishes a baseline of normal behavior 
by analysing historical data and learning from it. 

4. Anomaly Detection

In this phase, the IDS employs anomaly detection techniques 
to identify deviations from the established baseline. 
Anomalies may indicate potential intrusions or attacks. 
Machine learning algorithms detect these deviations by 
flagging network activities that significantly differ from the 
learned patterns. 

5. Signature-Based Detection

The IDS also utilizes a signature-based approach, comparing 
network activities against a database of known attack patterns 
or signatures. If a match is found, the IDS raises an alert. 
While effective in detecting well-known attacks, this method 
may struggle with identifying new or previously unseen 
threats. 

6. Intrusion Classification

Alerts generated by the anomaly detection and signature-
based detection modules are sent to the intrusion 
classification component. Advanced machine learning 
algorithms classify these alerts based on the severity and type 

of intrusion. This classification aids in prioritizing responses 
and determining appropriate actions. 

7. Response and Reporting

Once an intrusion is classified, the IDS triggers an 
appropriate response mechanism. Responses may include 
blocking the source IP, sending alerts to administrators, or 
executing predefined actions to mitigate the threat. 
Additionally, detailed reports are generated to provide 
insights into the nature of the intrusion and the effectiveness 
of the IDS in detecting and responding to it. 

8. Importance of the Explanation Unit

The explanation unit in an IDS architecture plays a crucial 
role in enhancing transparency and trust. It provides human-
readable explanations for the decisions made by the IDS. This 
is particularly important for machine learning-based 
detection, where complex algorithms may make decisions 
that are not immediately understandable to humans. The 
explanation unit offers insights into why a particular alert was 
triggered, enabling cybersecurity professionals to 
comprehend the rationale behind the IDS's actions. This 
transparency fosters confidence in the IDS's accuracy, 
facilitates system fine-tuning, and promotes better 
collaboration between the IDS and human analysts. 

B. Algorithm for Convolutional Network Architecture in
Profiling Intrusion Detection

This subsection outlines the steps involved in building the 
CNN-based intrusion detection system, which include: 
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1. Input Data Preparation: This step describes how the
network traffic data is transformed and prepared as
input for the CNN model.

2. CNN Model Definition: This step provides a detailed
description of the CNN architecture, including the
various layers, activation functions, and regularization
techniques employed.

3. Model Training Procedure: This step explains the
training process, including the choice of optimizer, the
selection of the loss function, and the batch size used
for stochastic gradient descent.

4. Hyperparameter Tuning: This step discusses the
hyperparameter tuning techniques employed to
optimize the model's performance.

5. Model Testing and Validation: This step describes
how the trained model is tested on unseen data and
how its performance is validated.

C. Software Requirements

The software tools and libraries required for implementing 
the CNN-based intrusion detection system include 
frameworks such as TensorFlow, Keras, or PyTorch, 
alongside relevant data pre-processing and visualization 
libraries. 

D. Design of IDS Based on CNN for DoS Detection

This section introduces the proposed Intrusion Detection 
System (IDS) based on Convolutional Neural Networks 
(CNN), with a specific focus on detecting Denial-of-Service 
(DoS) attacks. The process of data normalization and the 
creation of the input data matrix for the CNN are explained 
in detail. Additionally, the implementation of the CNN model 
is discussed, emphasizing its goal of achieving high detection 
performance in identifying potential DoS attacks. 

1. Intrusion Detection System Architecture: The objective
is to develop an IDS for detecting DoS attacks. The
proposed IDS-CNN architecture comprises four main
layers: Data Collection, Data Pre-processing, CNN-
based DoS Detection Model, and Decision Making, as
depicted in Fig. 1.

2. Data Pre-processing: After data collection, the input
data for the CNN model is prepared from the raw data
gathered in the previous layer. The pre-processing step
includes normalization to ensure uniformity. This
involves converting diverse data values, ranging from
large to small, into a normalized range of [0, 255]. The
normalized data is then transformed into a matrix format
suitable for input into the CNN model.

3. CNN-based DoS Detection Model: This layer employs a
pre-trained CNN model to classify incoming traffic into
five categories: normal traffic or one of four types of
attack traffic. The detection accuracy depends on the
quality of the knowledge database used for training the
CNN model.

E. Database Normalization

Algoritm1: Dataset Formalization 
Require: KDD Dataset 
Ensure: New formalized data with range from 0 to 255 
C= for each Column () 
avg=0; 
r=0 
if (c is String) then do 
new_val=Process String(c) 
else 
avg=average(c) 
r=getRow 
if (r<122) then do 
new_val= r*2 
else 
if (r<2 *avg) then do 
new_val = (r*123)/avg 
else 
new_val=255 

1. Decision Making: The final layer within this architecture
is dedicated to decision-making. Once the classification
result is obtained, appropriate policies for the traffic are
determined. If the traffic is identified as an attack, the system
considers options such as blocking the traffic or rerouting it
to another server for further analysis. Additionally, the
detected results are utilized to update the knowledge
database, thereby enhancing the system's detection
capabilities. CNN is a widely recognized image classification 
model, typically accepting images as input. However, in
certain scenarios, CNN can also classify voice or text data,
which differ in format from image data. As a result, datasets
of this nature must be normalized into a common format-a
matrix containing pixel values, where each value ranges from 
0 to 255.

The KDD 1999 dataset comprises network traffic data with 
41 attributes per record, including heterogeneous types such 
as strings, integers, and floats, resulting in a wide range of 
values. Since this dataset is not directly suitable for CNN 
input, the data must be normalized to create a new dataset 
with integer values ranging from 0 to 255. Intuitively, the 
majority of values in the KDD dataset are less than 122, with 
only a few exceptions exceeding 255.  

To normalize the dataset, Algorithm 1 for data pre-processing 
was utilized. For string data, mapping values to integers 
between 0 and 255 is straightforward (line 5). For more 
complex cases, the average value of each column is 
calculated (line 7), and values less than 122 are doubled. For 
values exceeding 122, normalization is performed by 
dividing the value by 2 to fit within the desired range. If a 
value exceeds 255, it is capped at 255.  

After normalization, the dataset is represented as a matrix of 
pixels suitable for CNN input. Each record in the normalized 
dataset is converted into a 7×7 square matrix, the smallest 
size capable of accommodating the 41 attributes. For the 
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remaining eight bits of the matrix, they are set to 0 to 
complete the representation. This conversion process is 
illustrated in Fig. 2. By transforming the dataset into 7×7 
matrices, it meets the input requirements of CNNs, enabling 
effective processing for DoS attack detection. 

F. Reason for the Method

The choice of data normalization is a critical step in preparing 
datasets for CNN-based intrusion detection models. While 
CNNs are commonly used for image classification, they can 
also be applied to other data types, such as voice or text. 
When datasets with diverse formats are involved, 
normalization is essential to standardize the data into a format 
that CNNs can process effectively. For the KDD 1999 dataset 
used in intrusion detection, the dataset contains network 
traffic data with various attributes, including strings, integers, 
and floats. Given the diverse attribute types and values, direct 
input into a CNN is infeasible. Thus, normalization is applied 
to transform the dataset into a compatible format. The 

normalization process involves converting the dataset into a 
new format with integer values ranging from 0 to 255-a range 
commonly used for representing pixel values in images.  

Most values in the KDD dataset fall below 122, with only a 
few exceeding 255. For string data, values are directly 
mapped to integers between 0 and 255. For more complex 
cases, the average value of each column is calculated, and 
values below 122 are doubled, while values above 122 are 
divided by 2. Values exceeding 255 are capped at 255 to 
ensure compatibility. After normalization, each record in the 
dataset is converted into a 7×7 square matrix, chosen as the 
most suitable size to accommodate the 41 attributes of the 
dataset.  

The matrix conversion process is illustrated in Fig. 2, with 
the last eight bits set to 0 for completion. This transformation 
allows the dataset to meet the input requirements of CNNs, 
enabling the model to process the data effectively for DoS 
attack detection, as demonstrated in Fig. 3.

Fig. 2 Data Pre processing 

Fig.3 Dos Detection based on CNN Model 

25 AJCST Vol.14 No.1 January-June 2025

A CNN-Based Network Profiling System for Intrusion Detection: Addressing Evolving Cyber Threats



IV. RESULTS AND DISCUSSION

A. Improved Intrusion Detection Accuracy

Properly implemented CNN-based intrusion detection 
systems can lead to improved accuracy in identifying and 
detecting various types of network intrusions. This includes 
both known and unknown intrusion patterns that the model 
has learned from the training data. 

B. Reduced False Positives

A well-tuned intrusion detection system can significantly 
reduce the number of false-positive alerts. This is crucial for 
avoiding unnecessary disruptions and alert fatigue for system 
administrators. 

C. Early Detection of Emerging Threats

CNN-based systems, especially when equipped with 
continuous learning and updating mechanisms, have the 
potential to detect emerging threats and novel intrusion 
techniques that might not be captured by traditional 
signature-based methods. 

D. Real-time Detection
When deployed in a real-time monitoring system, CNN-
based intrusion detection algorithms can provide timely alerts 
for potential intrusions, allowing administrators to respond
quickly and mitigate risks.

E. Enhanced Anomaly Detection

CNNs excel at detecting subtle and complex patterns within 
network traffic data, making them well-suited for identifying 
anomalous behavior indicative of intrusion attempts. 

F. Scalability and Automation

Once deployed, these systems can scale to handle large 
volumes of network traffic and operate autonomously, 
reducing the need for manual intervention in the initial stages 
of threat detection. 

G. Continuous Improvement

With a feedback loop and regular model updates, the system 
can continuously improve its detection capabilities over time, 
adapting to evolving intrusion techniques. 

H. Insights into Network Behavior

The deployment of these algorithms can provide insights into 
network behavior, identifying normal patterns and 
highlighting deviations that might indicate potential threats. 

I. Resource Efficiency

Properly designed CNN architectures can efficiently process 
network data, making the intrusion detection process more 
resource-efficient compared to some traditional methods. 

J. Challenges and Limitations

It is important to note that while CNN-based intrusion 
detection systems have the potential to provide significant 
benefits, they may also face challenges and limitations. These 
can include issues related to adversarial attacks, the need for 
representative and diverse training data, computational 
resource requirements, and potential false negatives. 

V. CONCLUSION

Intrusion detection is a critical component of cybersecurity, 
aimed at safeguarding network-based systems against 
unauthorized access and malicious activities. The research 
findings presented in this study underscore the potential of 
CNNs in revolutionizing intrusion detection. The utilization 
of CNNs for analysing network traffic data has demonstrated 
promising results in enhancing accuracy, reducing false 
positives, and improving the detection of both known and 
novel intrusion patterns. The study highlights that CNNs, 
with their ability to capture complex spatial and temporal 
patterns within network data, offer a valuable alternative to 
traditional methods. The deployed CNN-based intrusion 
detection system showcased a significant improvement in 
real-time monitoring and alerting, facilitating rapid response 
to potential threats. This research contributes to the growing 
body of knowledge in the field of intrusion detection by 
demonstrating the viability of CNNs as an advanced 
technique for enhancing the security of network-based 
systems. 
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