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Small and medium-sized enterprises (SMEs) in Nigeria are increasingly dependent on computer
networks for communication, data storage, and day-to-day business operations. Yet, a large
proportion of these organisations continue to run flat, unsegmented networks with no internal
boundary between departments, guests, and critical systems. This arrangement leaves them exposed
to unauthorised access, malware propagation, and lateral movement once a single device on the
network is compromised. At the same time, the cost and technical demands of commercial security
appliances place conventional segmentation solutions out of reach for most SMEs. This study
designed and implemented a secure, segmented, multi-tenant network architecture for Nigerian
SME:s built around pfSense, an open-source firewall and routing platform, and IEEE 802.1Q Virtual
Local Area Network (VLAN) technology. pfSense was configured as the centralised hub through
which all routing, Dynamic Host Configuration Protocol (DHCP) allocation, Network Address
Translation (NAT), and firewall policy enforcement passed, while three VLANs—Administration,
Finance, and Guest—represented logically isolated departmental segments that shared the same
physical infrastructure. The system was built and tested in a virtualised laboratory environment using
Oracle VirtualBox, with Kali Linux client machines representing departmental and guest endpoints.
Evaluation covered DHCP address allocation, gateway reachability, permitted and denied inter-
VLAN communication, guest isolation, and outbound internet access. The results showed that each
VLAN received correctly scoped DHCP addressing, and the Administration segment was able to
reach Finance resources as permitted by policy. At the same time, the reverse path was blocked; the
Guest segment was completely denied access to internal departmental resources while retaining
internet connectivity via Automatic Outbound NAT, and all gateway and internet-reachability tests
recorded zero packet loss. These findings demonstrate that centralised firewall enforcement,
combined with VLAN-based logical segmentation, can deliver enterprise-grade network isolation for
Nigerian SMEs using only open-source software and standard commodity hardware, without the
licensing fees or specialist staffing that conventional segmentation projects typically require.

© 2026 Centre for Research and Innovation (CRI). This is an open access article
under the CC BY-NC-ND license (http://creativecommons.org/licenses/by-nc-nd/4.0/).

I. INTRODUCTION

Small and medium-sized enterprises occupy a central place
in Nigeria’s economy, accounting for a substantial share of
employment and contributing directly to innovation and

boundary separating administrative and financial systems
from the devices used by visitors or temporary staff [2]. In an
environment of that kind, a single compromised laptop or
phishing victim gives an attacker an open path to every other
system sharing the same broadcast domain [3].

service delivery across sectors [1]. As these businesses move

more of their operations onto computer networks for
record-keeping,
services, the security of the underlying network infrastructure
ceases to be a peripheral IT concern and becomes a
determinant of business continuity. Despite this shift, many
Nigerian SME:s still run their networks flat, with no logical

communication,

The absence of segmentation is rarely a deliberate choice.
Existing literature attributes it to a combination of limited
capital, a shortage of in-house security expertise, and an
awareness gap regarding what segmentation actually buys an
organisation in terms of risk reduction [4]. Enterprise-grade
segmentation appliances, when considered at all, tend to be

and customer-facing
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priced and licensed for organisations several times the size of
a typical Nigerian SME, leading many owners to conclude
that proper network security is not affordable for businesses
of their scale. That conclusion does not hold up, but it persists
because few of the published segmentation case studies speak
directly to the constraints SMEs actually face.

pfSense, an open-source firewall and routing distribution
built on FreeBSD, narrows that gap considerably. It provides
VLAN tagging, stateful firewall rules, NAT, and a web-based
management console without licensing fees, and it has
already been shown to perform competitively against
proprietary firewalls in campus and enterprise deployments
[5]. Pairing pfSense with VLAN segmentation under the
IEEE 802.1Q standard [6] allows several logically isolated
departmental or tenant networks to share a single physical
switch and a single firewall, with all inter-segment traffic
forced through a single, centrally administered policy point.
This is precisely the kind of multi-tenant arrangement that fits

how many Nigerian SMEs already operate, where
departments, and sometimes entirely separate small
businesses, share office space and a single internet

connection.

This study set out to design and implement such an
architecture specifically for the Nigerian SME context, and
to test whether it delivers the isolation and control it
promises. The specific objectives were: (i) to design a
VLAN-based segmentation model appropriate to the scale
and budget of a Nigerian SME; (ii) to implement pfSense
firewall policies that enforce least-privilege access control
between the resulting network segments; and (iii) to evaluate
the resulting system through DHCP, NAT, and connectivity
testing under both permitted and denied traffic conditions.

Beyond its immediate security contribution, the study is
intended as a practical reference point for SME owners, IT
consultants, and cybersecurity students in Nigeria who need
a segmentation blueprint that does not assume access to
enterprise budgets, dedicated network operations staff, or
cloud-native tooling-constraints that distinguish SME
environments from the campus and large-enterprise settings
that dominate the existing segmentation literature [7].

II. LITERATURE REVIEW
A. Theoretical Framework

This study is grounded in the Defence-in-Depth model,
which holds that no single control should be relied upon to
protect a network, and that security should instead be layered
so that the failure of one control does not automatically
expose the rest of the system. The proposed architecture has
a three-layer structure: a segmentation layer, realised through
VLANS, that provides logical isolation between departments;
a control layer, realised through the pfSense firewall, that
enforces which of those isolated segments may communicate
and under what conditions; and an access layer, made up of
the end-user devices that originate and receive traffic.
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The design also draws on Zero Trust principles, which reject
the assumption long embedded in perimeter-based security
that traffic originating inside the network is automatically
safe [8]. Under a Zero Trust posture, every request for access
between segments must be explicitly permitted; nothing is
allowed by default.

The Cybersecurity and Infrastructure Security Agency’s Zero
Trust Maturity Model [9] and the National Institute of
Standards and Technology’s access-control guidance for
cloud-native and multi-cloud environments [10] both
formalise this default-deny posture. Recent systematic
reviews of Zero Trust implementations confirm that the
approach translates well to environments far smaller than the
large federal and cloud deployments for which it was
originally designed [11]. The firewall rule sets implemented
in this study deny by default, permit only specific named
flows, and follow the same logic at the SME scale.

B. Critical Review of Related Studies

1. VLAN and pfSense Integration in Campus Networks [5]:
This study documented the migration of a campus network
from a proprietary firewall to pfSense, with VLANS used to
separate user groups and pfSense managing inter-VLAN
traffic and routing.

a. Strengths: The work confirmed that pfSense can enforce
access-control policy, maintain network stability, and cut the
licensing costs tied to proprietary firewalls in a live, non-
trivial network.

b. Weaknesses: The deployment assumed the structured IT
governance and dedicated administrators typical of a campus
environment, conditions that do not hold for most SMEs, and
it did not address multi-tenant isolation, which is the central
requirement in a shared SME setting.

2. Segmentation as a Defence Against Lateral Movement [2]:
Working from controlled simulations, this study examined
how logical segmentation restricts an attacker’s ability to
move from one compromised host to others inside an
enterprise network.

a. Strengths: The simulations gave clear evidence that
restricting ~communication paths between systems
measurably narrows the attack surface available to an
intruder who has already gained a foothold.

b. Weaknesses: The model was enterprise-oriented and
simulation-only; it offered no deployment framework, and it
said nothing about cost, which limits its direct usefulness to
a resource-constrained SME.

3. Performance of VLAN Segmentation in Software-Defined
Networks [3]: This study measured latency, throughput, and
packet loss for VLAN and Private VLAN segmentation
inside a software-defined networking (SDN) testbed under
varying load.
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a. Strengths: The results showed that VL AN-based isolation
imposes very little performance penalty, even under heavy
traffic, supporting the case that segmentation does not have
to come at the cost of usability.

b. Weaknesses: SDN controllers and the specialised hardware
they require sit well outside the budget and skill base of a
typical Nigerian SME, so the performance gains documented
here are not easily reproducible in that setting.

4. Zero Trust Integration with Network Segmentation [7]:
This study combined segmentation with Zero Trust’s default-
deny posture in an enterprise setting, pairing a strict firewall
policy with the assumption that no internal traffic is
automatically trustworthy.

a. Strengths: The combined approach was shown to
meaningfully reduce insider-threat and unauthorised-access
risk, beyond what segmentation alone achieves.

b. Weaknesses: The implementation leaned on identity-
management platforms and monitoring infrastructure that
assume a security team is already in place and resources well
beyond what most SMEs can field.

5. Security Survey for Next-Generation Networks [1]: This
survey reviewed segmentation, micro-segmentation, and
software-defined security approaches across next-generation
network environments, situating segmentation as a
foundational rather than supplementary control.

a. Strengths: It offers a wide-angle view of where
segmentation sits relative to other emerging controls, useful
as orientation for anyone new to the field.

b. Weaknesses: Being a survey, it has no experimental
validation of its own, and it does not engage with the specific
constraints of SMEs in developing economies such as
Nigeria.

6. Micro-segmented  Architecture  for  Multi-Cloud
Environments [12]: This study proposed a micro-segmented
network architecture for multi-cloud deployments, using
open-source tools to enforce fine-grained, tenant-level access
control across containers, IaaS, and PaaS workloads.

a. Strengths: It demonstrated that strong tenant isolation is
achievable with open-source tooling alone, supporting this
study’s premise that licensing cost is not, by itself, a barrier
to good segmentation.

b. Weaknesses: The architecture is built around cloud
orchestration concepts—service meshes and container
networking-that have no direct analogue in the on-premise,
physical-LAN environment that most Nigerian SMEs
actually operate.

7. VLAN Deployment in an Academic Network [13]: This
study deployed VLAN segmentation across user groups in a
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secondary-school network, evaluating its effect on broadcast
traffic and access control.

a. Strengths: It confirmed that VLAN segmentation is
practical to deploy in a resource-constrained, non-enterprise
setting, which is closer to the SME context than most of the
literature reviewed here.

b. Weaknesses: The study had no centralised firewall layer,
so inter-VLAN communication was never strictly controlled,
and it did not examine lateral-movement or insider-threat
scenarios.

8. The Role of Segmentation in Modern Security Programs
[14]: This work argued, at a conceptual level, that
segmentation remains one of the most cost-effective defences
available to organisations that cannot afford advanced
security tooling.

a. Strengths: The argument is well aligned with the practical
orientation of this study and reinforces segmentation’s
relevance to budget-constrained environments.

b. Weaknesses: The treatment is theoretical; it stops short of
any implementation detail or evidence that would let an SME
act on the recommendation directly.

C. Research Gaps and Contribution of This Study

Taken together, the studies reviewed above leave five gaps
unaddressed. First, almost none of them are built around the
constraints that actually define an SME—tight budgets, no
dedicated security staff, and a need for configurations simple
enough to maintain without specialist support. Second,
VLAN segmentation and firewall-based enforcement are
usually studied in isolation from one another, rather than as
the integrated pair they need to be in a working deployment.
Third, several of the more rigorous studies remain
simulation-only or purely theoretical, with no end-to-end
implementation to validate their claims. Fourth, the
architectures that do offer micro-segmentation or Zero Trust
integration generally assume cloud-native or SDN
infrastructure that has no equivalent in a typical SME’s
physical network. Fifth, and most specifically, almost none
of the reviewed work engages with the Nigerian SME context
at all.

This study addresses each of these gaps directly: it integrates
VLAN segmentation with pfSense firewall enforcement into
a single working architecture; it uses only open-source
software and ordinary virtualised hardware, keeping cost
low; it is designed and evaluated specifically against the
constraints of Nigerian SMEs rather than campuses, clouds,
or large enterprises; and it validates the design through
practical DHCP, NAT, and connectivity testing rather than
simulation alone.
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III. METHODOLOGY
A. Research Design and System Architecture

This study followed a design-based, experimental approach
split into two phases. The first phase covered system design:
developing the network architecture, planning the VLAN
layout, and defining the firewall policy each segment would
be subject to. The second phase covered implementation and
evaluation: configuring pfSense and the VLANSs, deploying
client systems, and running the connectivity, isolation, and
internet-access tests described in Section III-F.

Spoke Spoke
(Vnet 1) ,\ / (Vnet 2)

Spoke

HUB Vnet
Spoke
(VNet 3) (Vnet 4)

Fig.1 Hub-and-spoke System Architecture, with pfSense as the Central
Policy-Enforcement Hub and each VLAN Forming an Isolated Spoke

The resulting system follows a hub-and-spoke topology, with
pfSense serving as the hub and each VLAN forming a spoke.
Figure.l illustrates the arrangement: every spoke connects
only to the hub, and any traffic that needs to move—for
example, from the Administration VLAN to the Finance
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VLAN—must pass through pfSense and be explicitly
permitted by a firewall rule before it is allowed through. No
spoke can reach another spoke directly. This concentrates all
of the system’s access-control logic in a single location,
which keeps the configuration auditable and avoids the rule-
sprawl that tends to develop when access control is spread
across multiple devices.

Four components make up the architecture: the pfSense
firewall itself, which performs routing, DHCP, NAT, and rule
enforcement; a VLAN-capable switch (simulated in this
implementation through VirtualBox’s internal networking)
that carries the logically separated traffic over a shared
physical link; client systems representing the different
departments or tenants; and an internet gateway through
which all outbound traffic exits.

In operation, each device is assigned to exactly one VLAN,;
devices within that VLAN communicate freely with one
another, while any communication that crosses a VLAN
boundary is intercepted and either permitted or dropped by
pfSense according to the configured rule set.

B. VLAN Design and IP Addressing Scheme

Three VLANs were defined to represent a generic SME’s
organisational structure: an Administration VLAN, a Finance
VLAN, and a Guest VLAN for visitors and unmanaged
devices. Each VLAN was assigned its own /24 subnet,
summarised in Table I, with pfSense serving as the default
gateway for each subnet's first usable address.

TABLE I VLAN DESIGN AND IP ADDRESSING SCHEME

VLAN ID | Department / Tenant IP Network Gateway Address
VLAN 10 | Administration 192.168.10.0/24 192.168.10.1
VLAN 20 | Finance 192.168.20.0/24 192.168.20.1
VLAN 40 | Guest 192.168.40.0/24 192.168.40.1

VLAN separation was implemented using IEEE 802.1Q
tagging [6], which inserts a VLAN identifier into the Ethernet
frame header, allowing multiple logically distinct networks
to share a single physical interface. The LAN interface on the
pfSense host was configured as a trunk port, carrying tagged
traffic for all three VLANSs simultaneously. In contrast, each
client-facing port further down the topology was configured
as an access port bound to a single VLAN. This is the same
tagging mechanism documented in pfSense’s own VLAN
configuration guidance [15], and it is what allows three
logically isolated networks to run over a single physical
network interface card on the pfSense host rather than
requiring three separate cables and switch ports.

C. System Implementation Procedure

pfSense Community Edition was installed inside an Oracle
VirtualBox virtual machine from the official ISO image, with
the virtual machine allocated 2 GB of RAM and 20 GB of
storage—modest enough to run comfortably on commodity
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hardware. Two network interfaces were assigned to the
virtual machine: a WAN interface, bridged through
VirtualBox’s NAT networking to reach the internet, and a
LAN interface configured as the 802.1Q trunk for the internal
VLAN:S.

With the base interfaces in place, the three VLANs were
created under Interfaces — Assignments — VLANS in the
pfSense web console, tagged 10 (Administration), 20
(Finance), and 40 (Guest), and each was bound to its own
logical interface and assigned the gateway address shown in
Table I. DHCP was then enabled separately for each VLAN
under Services — DHCP Server, following pfSense’s
standard DHCPv4 configuration procedure [16], with each
scope configured to hand out addresses from within its
respective /24 range, sparing administrators the task of
configuring IP addresses on client machines by hand. Client
virtual machines running Kali Linux were attached to the
relevant VLAN-tagged virtual network adapter to represent
end-user devices in each segment, and DHCP allocation was
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verified on each before any firewall or connectivity testing
began.

D. Firewall Policy Design

The firewall rule base was built around a deny-by-default
posture, consistent with the Zero Trust framing set out in
Section II-A: no traffic between VLANS is permitted unless
an explicit rule says otherwise, following standard firewall
policy practice for segmented networks [17]. Three policies
governed the segments in this study. The Administration
VLAN was granted access to Finance resources and the
internet, reflecting a department that legitimately needs
visibility into financial systems. The Finance VLAN was
permitted internet access but explicitly denied the ability to

Asian Journal of Computer Science and Technology, 15(2), 65-78, 2026

initiate connections to the Administration VLAN, so the
relationship between the two segments was one-directional
rather than mutual. The Guest VLAN was denied access to
internal departmental networks and permitted only outbound
internet access, isolating unmanaged visitor devices from
anything of business value while still allowing them to get
online. Outbound NAT was configured in pfSense’s
automatic mode so that all three VLANs could share the
single public WAN address for internet access without
exposing their private addressing externally.

E. Tools and Technologies

Table II lists the software and protocols used to build and test
the system.

TABLE 11 TOOLS, TECHNOLOGIES, AND FRAMEWORKS USED

Category Tool Purpose
Firewall pfSense Community Edition | Routing, security enforcement, DHCP, and NAT
Virtualization | Oracle VirtualBox Hosting the firewall and client virtual machines
Client OS Kali Linux Departmental and guest client simulation
Networking VLAN (IEEE 802.1Q) Logical traffic segmentation
Interfaces Virtual NICs VLAN-tagged trunk and access connectivity

F Testing and Evaluation Procedure

Five tests validated the system’s behaviour. A DHCP
allocation test confirmed that clients in each VLAN
automatically received a correctly scoped IP address. A
gateway reachability test confirmed that each client could
reach its own VLAN’s pfSense gateway with no packet loss.
An inter-VLAN access test confirmed that traffic permitted
by policy—Administration reaching Finance—actually
succeeded. A guest isolation test confirmed that traffic
explicitly denied by policy, Guest reaching either
Administration or Finance, was actually blocked, with the
firewall returning a destination-unreachable response rather
than allowing the packet through silently. Finally, an internet
connectivity test confirmed that DNS resolution and NAT
translation worked correctly by pinging an external host from
each segment. Isolation effectiveness was assessed by
whether denied traffic was blocked, and connectivity quality
was assessed using the packet-loss figures recorded for each
ping test.

IV. RESULTS AND DISCUSSION

A. Implementation Environment

The system was built on a host machine running an Intel Core
19 (13th generation) processor, 64 GB of RAM, and a 2 TB
SSD, with virtualisation extensions enabled in the firmware
(Table IIT). The choice of a virtualised testbed, summarised
alongside the software stack in Table IV, kept the
implementation reproducible and inexpensive, in line with
the cost constraints that motivate this study.
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TABLE 11l HARDWARE ENVIRONMENT

Component Specification
Processor Intel Core 19, 13th Generation
RAM 64 GB

Storage 2 TB SSD
Virtualization Enabled

TABLE IV SOFTWARE ENVIRONMENT
Software

Purpose

Oracle VirtualBox
pfSense CE 2.8.1

Virtual machine platform

Firewall and router

Kali Linux Client workstation testing

Web browser
Ping / CLI tools

pfSense management console

Connectivity testing

B. pfSense Deployment and VLAN Configuration

pfSense booted successfully into its console interface with
both the WAN and LAN interfaces correctly initialised, as
shown in Figure.2, confirming that the firewall was ready to
take on its role as the network’s central routing and policy-
enforcement point.

The web-based dashboard in Figure.3 subsequently
confirmed that all configured interfaces remained active,
with CPU and memory utilisation within normal bounds,
thereby providing a working management surface for the
subsequent configuration steps.
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4 pfSense [Running] - Oracle VirtualBox

File Machine View Input Devices Help

[Starting CRON... done.
pfSense Z.8.1-RELEASE amd64 20251215-1731
[Bootup complete

FreeB5D-amd64 (pfSense.home.arpal) (ttyvd)
irtualBox Virtual Machine - Netgate Device ID: 63fBaacZ24cZ204cclZ921
=% Welcome to pf3ense 2.8.1-RELEASE (amd64) on pfSense ==

WAN (wan) -> em@ -> v4,/DHCP4: 10.0.2.15/24
vb-DHCPGE: fdA17:625c:fO37:2:a00:27ff :fefa:2ab4-64
LaN (lan) -> eml -> v4: 192.168.1.1-24

@) Logout » Disconnect 33H 9) pfTop

1) Assign Interfaces 10) Filter Logs

Z2) Set interface(s) IP address 11) Restart GUI

3) Reset admin account and password 12) PHP shell + pfSense tools

4) Reset to factory defaults 13) Update from console

5) Reboot system 14) Enable Secure Shell (sshd)
6) Halt system 15) Restore recent configuration
?) Ping host 16) Restart PHP-FPM

8) Shell

nter an option: i

T SO S @ Brightcrl

Fig.2 pfSense Console After a Successful Boot, Showing Correctly Initialized WAN and LAN Interfaces

WARNING:
The pa:

this account is insecure. Pas

rd is currently set to the default value (pfsense)

Status / Dashboard + @
System Information }' ° © Netgate Services And Support ° (<]
Name SME-FW.localdomain
User admin(@192.168.1.100 (Local Database]
System VirtualBox Virtual Machine )

(%7

Netgate Device |D: 63f8aac24c204cc12921

Interfaces
b0 T ———

Version: VirtualBox shwan T 1000baseT <full-duplex> 10.0.2.15
Release Date: Fri Dec 1 2006 fd17.625¢:f037:2:a00:27ff.fefa:2ab4

Boot Method: BIOS . YAED 1
salAN 1 1000baseT <ful-duplex>  192.168.1

Version 2.8.1-RELEASE (amd64)
built on Mon Dec 15 18:31:00 WAT 2025
FreeBSD 15.0-CURRENT

= - m
Error in version information =

CPU Type 13th Gen Intel(R) Core(TM) i9-13900H
AES-NI CPU Crypto: Yes (inactive]
QAT Crypto: No

Hardware crypto Inactive

Kemel PTI Disabled

MDS Mitigation Inactive

Uptime 01 Hour 18 Minutes 40 Seconds
Current date/time Fri Apr 24 17:48:34 WAT 2026

DNS server(s) « 127.0.0.1
-1
192.168.66.151

Last config change Fri Apr 24 17:17:28 WAT 2026

State table size
0% (75/314000) Show siates

MBUF Usage
0% (3556/1000000)

Load average 1.12,1.05, 0.98

Fig.3 pfSense Web-based Dashboard Confirming Active Interfaces and Normal Resource Utilisation

The three VLANs were created and tagged according to the then bound to its own logical interface (Figure.5),
IEEE 802.1Q standard, as shown in Figure.4, and each was reproducing the structure already specified in Table 1.
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Interfaces / VLANs

Interface Assignments VLANs

Interface Groups Wireless QinQs
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o= =
==

PPPs GREs GIFs Bridges LAGGs

VLAN Interfaces

Interface VLAN tag Priority
em1 (lan) 10
em1 (lan) 20
em1 (lan) 30
am1 (lan) 40

Description Actions
ADMIN 2
FINANCE 2
m rdi|
GUEST |

Fig.4 Creation of VLANS 10, 20, and 40 in pfSense Under the IEEE 802.1Q Tagging Scheme

Interfaces / Interface Assignments

Interface Assignments Interface Groups Wireless VLANs QinQs
Interface Network port
WAN em0 (08:00:27:fa:2a:b4)
LAN em1 (08:00:27:cf.d6:47)
VLANT0_ADMIN VLAN 10 onem? -lan (ADMIN)

VLAN20_FINANCE VLAN 20 on em? -lan (FINANCE)

VLAN30_IT VLAN 30 onem1 - lan (IT)

VLAN40_GUEST

VLAN 40 on em? - lan (GUEST)

PPPs GREs GIFs Bridges LAGGs

Delete

=]

Delete

=]

Delete

=]

Delete

=]

Delete

=]

Interfaces that are configured as members of a lagg(4) interface will not be shown.

Wireless interfaces must be created on the Wireless tab before they can be assigned.

Fig.5 Assignment of Each Tagged VLAN to its own Logical Interface in Pfsense

C. DHCP Configuration

DHCP scopes were configured independently for each
VLAN so that connected clients would automatically receive
an address, subnet mask, default gateway, and DNS
configuration, rather than requiring manual entry on every
machine. Figure.6 shows the scope configured for the
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Administration VLAN, issuing addresses in the range
192.168.10.10-192.168.10.100, and Figure.7 shows the
corresponding configuration for the Guest VLAN, issuing
addresses from a separate range, 192.168.40.10-
192.168.40.100, with no overlap with any internal
department’s addressing.
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Services / DHCP Server / VLANT0_ADMIN [«fONLS [ 2]

The changes have been applied successfully. >

sit System > Advanced > Netwarking to switch

LAN VLANT0_ADMIN VLANZ0_FINANCE VLAN3O_IT VLAN40_GUEST

General Settings

DHCP Backend ISC DHCP
Enable Enable DHCP server on VLANT0_ADMIN interface
BOOTP | Ignore BOOTP queries

Deny Unknown Clients Allow all clients b

When set to Allow all clients, any D
interface, any DHCP client with a
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Fig.6 DHCP Scope Configuration for the Administration VLAN (VLAN10_ADMIN)
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Fig.7 DHCP Scope Configuration for the Guest VLAN (VLAN40_ GUEST)
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D. Firewall Rule Implementation

Rules were then written for each VLAN interface to
implement the policy set out in Section III-D. Fig.8 shows the
rules applied to the Administration VLAN, permitting traffic
toward the Finance network and toward the Internet. Figure.9
shows the corresponding rules for the Finance VLAN:

Firewall / Rules / VLAN1T0_ADMIN

Asian Journal of Computer Science and Technology, 15(2), 65-78, 2026

Internet access is permitted, but no rule allows Finance-
originated traffic toward the Administration network, so any
such attempt falls through to the implicit deny at the bottom
of the rule set. Figure.10 shows the Guest VLAN rules, which

permit only internet-bound traffic and nothing directed at
either internal department.

=]
The changes have been applied successfully. The firewall rules are now reloading in the background.
Monitor the filter reload progress.
Floating WAN LAN VLANT0_ADMIN VLANZ20_FINANCE VLAN30_IT VLAN40_GUEST
Rules (Drag to Change Order)
O States Protocol Source Port Destination Port Gateway Queue Schedule Description Actions
O « 0/0B IPv4* VLANT0_ADMIN address ~ * VLAN20_FINANCE address  * * none Allow Admin to Finance &,p r_Q@
[] ~ 0/0B IPv4TCP VLANTO_ADMIN address * * * * none Allow Admin to Interet &,p ®

Fig.8 Firewall Rules Applied to the Administration VLAN (VLAN10_ADMIN), Permitting Access to Finance and the Internet

Firewall / Rules / VLAN20_FINANCE

= (7]
The changes have been applied successfully. The firewall rules are now reloading in the background b
Monitor the filter reload progress.
Floating WAN LAN VLANTO0_ADMIN VLAN20_FINANCE VLAN30_IT VLAN40_GUEST
Rules (Drag to Change Order)
[} States Protocol Source Port Destination Port Gateway Queue Schedule Description Actions
O X 0/0B IPv4* VLANZ20_FINANCE address ~ * VLANTO_ADMIN address = * none Block Finance to Admin 8 A (0O @
[ ~ 0/0B IPv4TCP VLAN20 _FINANCE address * *

* none Allow Finance to Internet J_, p ® i x

Fig.9 Firewall Rules Applied to the Finance VLAN (VLAN20_FINANCE), Blocking Unsolicited Access to Administration

Firewall / Rules/ VLAN40_GUEST

The firewall rule ¢
The changes mu

Floating WAN

LAN

VLANTO0_ADMIN VLANZO_FINANCE VLANZ0_IT

[Ey = - ]

~ Apply Changes

VLAN40_GUEST

Rules (Drag to Change Order)

L States Protocol Source Port Destination Port Gateway Queue Schedule Description Actions

] X O0/0B IPv4* VLAN40_GUEST address * VLAN10_ADMIN address * * none Block Guest to Admin KAl
[ X O0/0B IPv4* VLAN40_GUEST address ~ * VLAN20_FINANCE address ~ * * none Block Guest to Finance  +f» & (D QT
1 ~ 0/0B IPv4TCP VLANA40_GUEST address * * * * none Allow Guest to Internet 13, y @ mx

Fig.10 Firewall Rules Applied to the Guest VLAN (VLAN40_GUEST), Restricting Access to Internet-Bound Traffic Only
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E. NAT Configuration for Internet Access

Outbound NAT was left in pfSense’s automatic mode, shown
in Figure.11, under which the firewall translates the private
addressing used by all three VLANSs into the single public

Firewall / NAT / Outbound

Port Forward 11 Qutbound

NPt
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address presented on the WAN interface. This allowed every
VLAN to reach the internet through a single WAN
connection without exposing any internal addressing to the
outside world.

Outbound NAT Mode

Mode (O]
Automatic outbound NAT
rule generation,
(IPsec passthrough
included)

utbound NAT
eneration
(Automatic Outbound
NAT + rules below)

Manual Outbound NAT
rule generation

(AON - Advanc
Qutbound NAT)

Disable Outbound NAT
rule generation,
ed (No Outbound NAT rules)

Mappings

(] Interface Source Source Port Destination Destination Port

NAT Address NAT Port Static Port Description

Actions

Automatic Rules

Source

Interface Source Port

~  WAN 127.0.0.0/8 =1/128 192.168.1.0/24 192.168.10.0/24 &
192.168.20.0/24 192.168.30.0/24 192.168.40.0/24

~  WAN 127.0.0.0/8 :1/128 192.168.1.0/24 192.168.10.0/24 *
192.168.20.0/24 192.168.30.0/24 192.168.40.0/24

Destination
Destination Port

NAT
Address

NAT
Port

Static

Port Description

5 500 WAN 5

address

~ Auto created rule for

ISAKMP
* *

WAN *
address

= Auto created rule

Fig.11 Automatic Outbound NAT Configuration in pfSense, Translating Private VLAN Addressing to the Public WAN Address

F. System Testing and Validation

Each of the five tests described in Section III-F was
conducted on the completed configuration, and the results are
summarised in Table V.

The Administration client received a correctly scoped DHCP
lease of 192.168.10.101 (Figure.12), confirming that DHCP

allocation was functioning as configured. A subsequent ping
from that client to its VLAN gateway returned 22/22 packets
with zero loss (Figure.13), confirming stable Layer 3
connectivity between the client and pfSense. Administration
was then able to reach the Finance VLAN’s gateway
successfully (Figure.14), confirming that the permitted inter-
VLAN path specified in the firewall policy was, in fact, open.

TABLE V SUMMARY OF SYSTEM TEST OUTCOMES

Test Expected Result Observed Result Status
. . The administration client
DHCP address allocation S;gile;gl;ﬁgi;llii:t:f)ict?l‘:lerzgzco R received 192.168.10.101 from | Passed
& P the VLANI0 scope
- - - 5
Gateway reachability Client reaches its own VLAN 22/22 packets received, 0% Passed
gateway with no packet loss loss
Permitted inter-VLAN access Administration rc?aches the Elnance Ping to the Finance gateway Passed
gateway as permitted by policy succeeded
. . .. . The guest is denied access to the L
Guest isolation Administration Administration VLAN Destination host unreachable Passed
Guest isolation Finance The guest is denied access to the Destination host unreachable Passed
Finance VLAN
Internet connectivit Client resolves DNS and reaches an | Successful ping with reply i
Y external host via NAT received

By contrast, the Guest client received a destination-
unreachable response when attempting to reach the
Administration gateway (Figure.15) and again when
attempting to reach the Finance gateway (Figure.16),
confirming that both denied paths were correctly blocked

rather than merely unrouted. Finally, a client on the network
successfully resolved and pinged an external domain
(Figure.17), confirming that DNS resolution, NAT
translation, and WAN routing were all functioning correctly
together.



Oluwatosin Gold Adedeji, Theophilus Aniemeka Enem, Obunike Arinze
Ubadike, Ramat Abba Imam, Samson Adeyinka and Enosegbe Daniel Lucky Asian Journal of Computer Science and Technology, 15(2), 65-78, 2026

kali@kali: ~

Session Actions Edit View Help

UNKNO group def

pr e € 4
AST, MULTICAST,UP, LOWER_UP> mtu 1508 qdisc fq_codel

global dynamic

5@sec
link nop1

® keali@ kal

Session Edit WView Help

=z

gogoogoooOooogooOooooooooon

¥

{10 e s s s s N

P - o - B o

=
(=]
(=]
(=]
B
=
P
&
(=1
=
[;

LA R I T T R
L el e e e e e e e e e B

P
125/8.114/1 .

kali@kali: ~

Edit WView Help

!

o
o

M M m
s

m 1

)
ottt O
H

Ao A

cmp_
cmp_
cmp_
Cmp_SE
cmp_seqg=14
cmp_seqg=15

MMM Mo

i

Wwuwuwnomenouoouomainoa
i’}
Il

Fig.14 Controlled Inter-VLAN Access Test: Administration Successfully Reached the Permitted Finance Gateway

75



Oluwatosin Gold Adedeji, Theophilus Aniemeka Enem, Obunike Arinze
Ubadike, Ramat Abba Imam, Samson Adeyinka and Enosegbe Daniel Lucky Asian Journal of Computer Science and Technology, 15(2), 65-78, 2026

Session Actions Edit View Help

(0]
s

bytes of d:
Host
Host
Host
Host
Host
Host
Host
Host
Host

Host
Host
Host
Host
Host
Host
Host
Host
Host
Host
Host
Host
Host
ination Host
ination Host

=
Il
R
i
m

3

(=]
]
=

[#]
m
=

m
[+]
m
3

wnwwn .
i1

3

m
1]
Q
L
=

m
[#]
m
=

m
=]
m
3

-

=]
m
MUOuuwnnnmmeo

mf

Imn

(==
3

m

D m
DDJ]DDJ]DD.DDD]]ﬂDJ]DDJ]ﬂDJ]DDJ]G

s
S¢

0]
el el el el el = ]

P e s e e e e e e e e e e e
[ e e e e e e e o O O o
S p =T SR RR R S

Fig.15 Guest Isolation Test: Guest Client Unable to Reach the Administration VLAN Gateway

kali@ kali: ~

Session Actions Edit View Help

o
(IR}
o000

169.
169.
169.

o0

T II I ;:EI == 0
]

T IS IITTIT0

=]
L O T T ) T e ol A e

I e e e

o
s
s
s
os
s
o
o

0000

000

o0

Lo g0« /e I e e o R L1 o o )00 s o R R B o R B s R s
=
Q

o S B O o o T
e e el e el e e e e el e e e e el el e el e
ol R R
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G. Discussion

Across all five tests, the architecture behaved exactly as its
design specified: paths the policy permitted worked, and
paths the policy denied did not, with no exceptions observed
in either direction. That consistency matters more than any
single test result on its own, because it is the property a
segmentation project is actually trying to deliver: predictable,
policy-driven behaviour rather than incidental isolation that
happens to hold only until traffic patterns change.

The zero-packet-loss results recorded in both the gateway
reachability and internet connectivity tests indicate that
VLAN tagging and NAT translation introduced no
measurable overhead in this testbed, consistent with the low-
overhead findings reported for VLAN segmentation in SDN
environments [3], even though the underlying infrastructure
here is far simpler than that of an SDN deployment. The
destination-unreachable responses returned to the Guest
client on both blocked paths are a meaningful result in their
own right: a firewall that silently dropped packets without
returning any response would still achieve isolation, but the
explicit unreachable response confirms that pfSense’s
stateful rule evaluation was actively inspecting and rejecting
the traffic, rather than the traffic simply having nowhere to

go.

The  asymmetric  relationship  enforced  between
Administration and Finance—one direction permitted, the
other denied—illustrates a point that is easy to lose in a
binary view of segmentation as “isolated” versus “not
isolated.” Least-privilege access control is rarely all-or-
nothing in a real organisation; departments need defined,
limited visibility into each other’s systems, not a wall
between every pair of segments. pfSense’s rule-based model
handled that asymmetry without any additional tooling
beyond what was already needed for the Guest VLAN’s full
isolation, which is encouraging from a cost and complexity
standpoint: an SME does not need a more sophisticated
platform to express more sophisticated policy, only a more
carefully written rule set on the platform it already has.

Set against the literature reviewed in Section II, this
implementation occupies a position that the existing work
does not quite cover. It aligns with the demonstration by
Coquis-Flames et al., [5] that pfSense can enforce access
control and maintain network stability. Still, it does so in a
configuration sized and budgeted for an SME rather than a
campus network with dedicated administrators. It reaches an
outcome similar to Darshane’s [7] Zero Trust-segmentation
pairing—default-deny, explicitly permitted exceptions—
without requiring the identity-management and monitoring
infrastructure that the pairing assumed. And it supplies the
kind of practical, working-deployment evidence that Mbona
and Eloff’s [2] simulation-only study and Sunkara’s [14]
conceptual argument both stop short of providing.

The most direct practical implication is that the licensing
cost, long assumed to be the barrier to SME network
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segmentation, is not, in fact, the binding constraint. Every
component used in this study—pfSense, VirtualBox, and Kali
Linux—is free and open-source, and the hardware
requirements (2 GB of RAM and 20 GB of storage for the
firewall virtual machine) are well within reach of a low-cost
dedicated PC or a repurposed desktop. What an SME actually
needs to make use of an architecture like this is not capital,
but a clear policy decision about which departments may see
which other departments’ resources, and someone capable of
translating that decision into the kind of rule set demonstrated
in Section IV-D.

V. CONCLUSION AND RECOMMENDATIONS

This study designed, implemented, and tested a secure,
segmented, multi-tenant network architecture for Nigerian
SMEs built on pfSense and IEEE 802.1Q VLAN technology.
Testing confirmed that DHCP correctly allocated scoped
addresses to each segment, that the Administration-to-
Finance path permitted by policy worked while the reverse
path was blocked, that the Guest segment was fully isolated
from internal resources while keeping internet access, and
that NAT and DNS functioned correctly for outbound
connectivity across all three segments, with zero packet loss
recorded on every reachability test.

These results support a straightforward conclusion: VLAN
segmentation enforced through a centralised, open-source
firewall enables Nigerian SMEs to materially reduce their
exposure to lateral movement and unauthorised internal
access without the licensing costs, specialist staffing, or
cloud-native infrastructure that most existing segmentation
literature assumes are necessary. The architecture
demonstrated here is not a scaled-down version of an
enterprise solution; it is a complete, working implementation
sized correctly for the environment in which it was built.

A few limitations qualify these findings. The system was
evaluated in a virtualised laboratory environment rather than
on a live production network, so behaviour under real,
fluctuating user load and genuine attack traffic was not
observed. The host machine’s resources limited the number
of client systems that could run simultaneously, which
constrained the scale of testing. Advanced controls such as
intrusion detection and prevention, centralised log
management, and VPN-based remote access fell outside the
scope of this study, and the testing relied on synthetic rather
than production traffic. None of these limitations weakens the
validity of the core architecture or the reported test outcomes,
but they do indicate where the next stage of work should
focus.

Building on that, four directions are recommended for future
work. First, the architecture should be deployed in an actual
SME, with its performance and policy effectiveness tracked
over an extended period under real traffic rather than test
traffic. Second, an intrusion detection and prevention
capability—Suricata or Snort, both of which integrate
natively with pfSense—should be added to give the
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architecture visibility into traffic content, not just traffic flow.
Third, VPN connectivity should be layered onto the WAN
side of the design to support branch offices and remote staff
without weakening the internal segmentation already
achieved. Fourth, future evaluations should benchmark
pfSense’s performance and policy flexibility directly against
low-cost commercial alternatives, to give SME decision-
makers a clearer basis for choosing between open-source and
proprietary options.

More broadly, this project reinforces a point that is easy to
state and easy to underestimate in practice: meaningful
network security for a small organisation is far more often a
matter of disciplined design and configuration than of budget.
The Nigerian SME sector does not need to wait for
enterprise-grade tooling to become affordable; the tools to
build a properly segmented, centrally enforced network
already exist, free of charge, and the remaining work is
mostly the careful policy decisions described in this study.
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